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Teachers, administrators, and other school personnel should ensure District data
systems are used in a responsible, efficient, ethical, and legal manner, and that such
use be in support of the District’s business and educational objectives.

This revision replaces BUL-999.9 dated June 19, 2013, renaming the policy as the
Responsible & Acceptable Use Policy and adding language on the District’s web
content filtering system(s).

On January 8, 2002, the LAUSD Board of Education established Board Rule 1254
as the Acceptable Use Policy as required by the Children’s Internet Protection Act
(CIPA). All uses of the Los Angeles Unified School District (LAUSD) computer
and network systems by students, employees, contractors, and consultants are
subject to the LAUSD’s Responsible & Acceptable Use Policy (RAUP). This
bulletin undergoes periodic review to ensure it reflects current laws and
regulations.

Users of District computer systems, networks, or the Internet must adhere to the
Responsible & Acceptable Use Policy.

Site administrators must annually distribute, collect, and keep on file the completed
attached forms from students prior to authorizing access to the Internet or the
District’s network:

ATTACHMENT A: RAUP Information and Sign-off Form for Students and
Parents

Employees will confirm their assent to the RAUP electronically when they activate
their District account and/or change passwords.

ATTACHMENT B: Employees

For further information, please contact the IT Helpdesk online at
http://helpdesk.lausd.net or by telephone at (213) 241-5200.
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ATTACHMENT A

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Students and Families

The District’s Responsible & Acceptable Use Policy (“RAUP”) is to prevent unauthorized access and
other unlawful activities by users online, prevent unauthorized disclosure of or access to sensitive
information, and to comply with the Children’s Internet Protection Act (CIPA). As used in this policy,
“user” includes anyone using computers, Internet, email, chat rooms, and all other forms of electronic
communication or equipment provided by the District (the “network™) regardless of the physical
location of the user. The RAUP applies even when District provided equipment (laptops, tablets, etc.) is
used off of District property.

The District will use technology protection measures to block or filter—to the extent practicable—
access of visual depictions that are obscene, pornographic, or harmful to minors over the network. The
District reserves the right to monitor users' online activities and to access, review, copy, and store or
delete any electronic communication or files and disclose them to others as it deems necessary. Users
should have no expectation of privacy regarding their use of District property, network and/or Internet
access or files, including email.

The District will take all necessary measures to fortify the network against potential cyber security
threats. This may include blocking access to District applications—including but not limited to email,
data management and reporting tools, and other web applications—outside the United States and
Canada.

Responsible & Acceptable Uses of the LAUSD Computer Network or the Internet

Schools must verify each year that all enrolled students have a signed page acknowledging this policy.
Students who are under 18 must have their parents or guardians sign this page, and schools must keep it
on file. Once signed, the permission/acknowledgement page remains in effect until revoked by the
parent, or the student loses the privilege to use the District’s network due to violation of this policy or is
no longer an LAUSD student. Employees and other users are required to follow this policy. Even
without signature, all users must follow this policy and report any misuse of the network or Internet to a
teacher, supervisor, or other appropriate District personnel. Access is provided primarily for education
and District business. Staff may use the Internet, for incidental personal use during duty-free time. By
using the network, users have agreed to this policy. If a user is uncertain about whether a particular use
is responsible or appropriate, he or she should consult a teacher, supervisor, or other appropriate District
personnel.

Irresponsible and Unacceptable Uses of the Computer Network or Internet

The District reserves the right to take immediate action regarding 1) activities that create security and/or
safety issues for the District, students, employees, schools, network or computer resources, or 2)
activities that expend District resources on content the District in its sole discretion determines lacks
legitimate educational content/purpose, or 3) other activities as determined by District as inappropriate.
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ATTACHMENT A

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Students and Families

Following are examples of inappropriate activity on the District’s network:

» Violating any state or federal law or municipal ordinance, such as: accessing or transmitting
pornography of any kind, obscene depictions, harmful materials, materials that encourage others
to violate the law, confidential information, or copyrighted materials;

+ Criminal activities that can be punished by law;

+ Selling or purchasing illegal items or substances;

« Circumventing or attempting to circumvent the District’s content filtering system(s);

» The unauthorized collection of email addresses (“harvesting”) of e-mail addresses from the
Global Address List and other District directories;

+ Obtaining and/or using anonymous email sites; spamming; spreading viruses;

+ Causing harm to others or damage to their property, such as:

1. Using profane, abusive, or impolite language; threatening, harassing, or making
damaging or false statements about others; cyberbullying or accessing, transmitting, or
downloading offensive, harassing, or disparaging materials;

2. Deleting, copying, modifying, or forging other users' names, emails, files, or data;
disguising one's identity, impersonating other users, or sending anonymous email;

3. Damaging computer equipment, files, data, or the network in any way, including
intentionally accessing, transmitting or downloading computer viruses or other harmful
files or programs, or disrupting any computer system performance;

4. Using any District computer to obtain unauthorized information (‘“hacking”) whether
internal or external to the District, or attempting to access information protected by
privacy laws; or

5. Accessing, transmitting or downloading large files, including "chain letters" or any type
of "pyramid schemes."

» Engaging in uses that jeopardize access or lead to unauthorized access to others’ accounts or
other computer networks, such as:

1. Using another’s account password(s) or identifier(s);

2. Interfering with other users' ability to access their account(s); or

3. Disclosing your own or anyone’s password to others or allowing them to use your or
another’s account(s).

+ Using the network or Internet for commercial purposes:

1. Using the Internet for personal financial gain;

2. Using the Internet for personal advertising or promotion; or

3. Conducting for-profit business activities and/or engaging in non-government related
fundraising or public relations activities such as solicitation for religious purposes or
lobbying for personal political purposes.
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ATTACHMENT A

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Students and Families

Student Internet Safety

1. Students under the age of eighteen should only access LAUSDnet accounts outside of school if a
parent or legal guardian supervises their usage at all times. The student’s parent or guardian is
responsible for monitoring the minor’s use;

2. Students shall not reveal on the Internet personal information about themselves or other persons.
For example, students should not reveal their name, home address, telephone number, or display
photographs of themselves or others;

3. Students shall not meet in person anyone they have met only on the Internet; and

4. Students must abide by all laws, this Responsible Use Policy, and all District security policies.

Penalties for Improper Use

The use of a District account is a privilege—not a right. Misuse will result in the restriction
or cancellation of the account. Misuse may also lead to disciplinary and/or legal action for
both students and employees, including suspension, expulsion, dismissal from District
employment, or criminal prosecution by government authorities. The District will attempt
to tailor any disciplinary action to the specific issues related to each violation.

Disclaimer

The District makes no guarantees about the quality of the services provided and is not
responsible for any claims, losses, damages, costs, or other obligations arising from use
of the network or accounts. Any additional charges a user accrues due to the use of the
District’s network are to be borne by the user. The District also denies any responsibility
for the accuracy or quality of the information obtained through user access. Any
statement, accessible on the computer network or the Internet, is understood to be the
author's individual point of view and not that of the District, its affiliates, or employees.

I have read, understand, and agree to abide by the provisions of the Responsible Use Policy of
the Los Angeles Unified School District.

Date: School:

Student Name: Student Signature:
Parent/Legal

Parent/Legal Guardian
Guardian Name: Signature:

Please return this form to the school where it will be kept on file. It is required for all
students that will be using a computer network and/or Internet access.
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ANEXO A
Distrito Escolar Unificado de Los Angele

Regla del Uso Responsable y Aceptable (RAUP) del Sistema de Computacion del Distrito Escolar
Informacion para Estudiantes y Padres de Familia

La regla de Uso Responsable y Aceptable (RAUP, por sus siglas en inglés) del Distrito Escolar tiene como fin prevenir
el acceso no autorizado y otras actividades ilicitas por parte de los usuarios de la red Internet; prevenir que se revele o
se brinde acceso sin autorizacion a informacion confidencial, y acatar las estipulaciones de la Ley de Internet para la
Proteccion Infantil (CIPA, por sus siglas en inglés). Como se tipifica en esta Politica, el término “usuario” incluye a
toda persona que utiliza las computadoras, la red Internet, el correo electronico, los foros de charla (chat rooms) y
todos los demas medios electronicos de comunicacion o equipo proporcionados por el Distrito (“red”) sin reparar en la
ubicacion fisica del usuario. La regla RAUP es pertinente aun cuando los equipos proporcionados por el Distrito
(computadoras portatiles, tabletas, etc.) sean utilizados fuera de una instalacion del Distrito.

Dentro de lo factible, el Distrito utilizara tecnologia para fines de proteccion con el fin de bloquear o filtrar en dicha red
de comunicacion, el acceso a representaciones visuales que sean obscenas, pornograficas o dafiinas para los menores de
edad. El Distrito se reserva el derecho de supervisar las actividades en linea de los usuarios, y obtener acceso, revisar,
copiar, almacenar y eliminar cualquier tipo de comunicacion electronica o archivo, o revelar dichos instrumentos a
terceros para los fines que a ellos convinieren o que juzguen pertinentes. Los usuarios no deben de esperar que exista
un derecho a la privacidad durante la utilizacion de bienes propiedad del Distrito, asi como del uso de la red de
comunicacion o ingreso a la red Internet para obtener archivos, o ambas instancias, incluyendo el uso del correo
electronico.

El Distrito tomara todas las medidas necesarias con el fin de fortalecer la red contra posibles amenazas de seguridad
cibernética. Esto puede incluir el bloqueo del acceso a las aplicaciones del Distrito, incluyendo pero sin limitarse al
correo electronico, a la gestion de datos y a las herramientas de informacion, y otras aplicaciones basadas en Web fuera
de los Estados Unidos y en Canada.

Usos responsables y aceptables de la red de computacion del LAUSD o del Internet

Cada afio el personal de las escuelas debe verificar que todos los estudiantes matriculados se hayan comprometido a
apegarse a las estipulaciones de esta politica mediante la firma de un documento para tales fines. Los padres de familia
o tutores de los estudiantes menores de 18 afios, deberan firmar dicho documento, y la escuela tiene la obligacion de
mantenerlo archivado. Una vez que se ha firmado, el documento de autorizacion / de cumplimiento, éste quedara en
vigencia hasta que sea revocado por el padre de familia, o si el estudiante perdiera el derecho o privilegio para usar la
red del Distrito debido al incumplimiento de esta politica o cuando el estudiante deje de ser un alumno del LAUSD.
Tanto los empleados como otros usuarios estan obligados a apegarse a lo estipulado en esta politica. Aun y cuando no
existiera la firma, todos los usuarios deben cumplir con la politica e informar de todo mal uso de la red o de Internet a
un maestro, supervisor o cualquier otro miembro correspondiente del personal del Distrito. Tener acceso a tales
recursos tiene como fin esencial los aspectos educativos y asuntos del Distrito. El personal puede usar la red Internet
para uso personal incidental durante las horas exentas de obligaciones profesionales. El hecho de usar la citada red
implica que los usuarios se comprometen a cumplir con la politica. Si algun usuario tiene dudas acerca si un uso en
particular es de caracter aceptable o adecuado, dicha persona debera ponerse en contacto con un maestro, supervisor o
cualquier otro miembro correspondiente del personal del Distrito.

Usos irresponsables e inaceptables de la red de computacion del LAUSD o de Internet

El Distrito se reserva el derecho de tomar accion inmediata con respecto a actividades (1) que originen problemas de
seguridad para el Distrito, estudiantes, empleados, escuelas y redes o recursos de computacion o (2) que utilicen
recursos del Distrito con contenido que el Distrito, solo a juicio del mismo, considere que carece de un contenido o
proposito educativo u (3) otras actividades que el Distrito considere inaceptables.
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ANEXO A
Distrito Escolar Unificado de Los Angele

Regla del Uso Responsable y Aceptable (RAUP) del Sistema de Computacion del Distrito Escolar
Informacion para Estudiantes y Padres de Familia

Los siguientes son ejemplos de actividades inaceptables en la red del Distrito:

El incumplimiento de cualquier ley estatal o federal u ordenanza municipal de las que aparecen a
continuacion: obtener acceso o la transmision de cualquier tipo de material pornografico, representaciones
obscenas, materiales dafiinos, materiales que promuevan el incumplimiento de la ley por parte de otras
personas, informacion confidencial o materiales protegidos por la ley de derechos de autor o reproduccion.
Actividades ilicitas sujetas a sancion de conformidad con la ley.

La venta o compra de materiales o substancias ilicitas.

Evadir o intentar eludir el sistema (o los sistemas) de filtrado de contenido del Distrito

Obtener sin autorizacion ("recoleccion de informacion") direcciones de correo electronico contenidas en otras
direcciones de correo electronico de la lista global de direcciones y otros directorios del Distrito

La obtencion o uso, o ambas practicas, de los correos electronicos, correo electronico comercial no solicitado
(spam), y la diseminacién de un virus en los sistemas de computacion.

Los siguientes dafos a terceros o dafios a la propiedad ajena:

1. Uso de lenguaje profano, abusivo o descortés; amenazas, acoso o declaraciones falsas o que originen
dafios a otras personas; acoso cibernético (“cyberbullying”) o tener acceso, transmitir u obtener materiales
ofensivos o que originen acoso o menosprecio de la persona.

2. Eliminacioén, copiado, modificacion o falsificacion de los nombres, correos electronicos, archivos y datos
de otros usuarios, asi como ocultar la verdadera identidad de una persona, hacerse pasar por otro usuario o
el envio de correos electronicos anénimos.

3. Cualquier tipo de dafio al equipo de computacion, archivos, datos o la red, incluyendo el acceso,
transmision y obtencion intencional de algtn virus, archivo o programa con el propoésito de dafiar los
sistemas de computacion o cualquier interrupcion que impida la operacion del sistema de computacion.

4. Lautilizacion de cualquier computadora propiedad del Distrito para obtener informacion sin autorizacion
(pirateria informéatica avanzada o hacking), ya sea informacidn interna o externa del Distrito, o intentar
tener acceso a informacion protegida por la Ley de Privacidad; o

5. Tener acceso, transmision u obtencion de archivos de gran tamaiio, incluyendo las cartas “en cadena” o
cualquier tipo de fraude que se conoce como “piramide”.

Participar en las siguientes practicas que ponen en peligro el acceso o que conllevan a un acceso sin
autorizacion a las cuentas de otras persona u otras redes de computacion:

1. Usar la cuenta, contraseifia o informacion para fines de identificacion de otras personas.

2. Interferir con la capacidad para acceder su cuenta de otros usuarios o

3. Revelar a otros la contrasefia propia o la de otra persona o permitirles a otros el uso de la cuenta propia o
la de otro individuo.

Uso de la red o Internet para fines comerciales

1. Usar la red Internet con el fin de obtener un beneficio personal de indole financiero.
Usar la red Internet para promover o anuncios de fines personales, o

3. Llevar a cabo actividades comerciales con fines de lucro o participar en practicas no gubernamentales
para recabar fondos o de relaciones publicas como la peticion de recursos monetarios para fines
religiosos, o el cabildeo con propositos personales de indole politico.
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ANEXO A
Distrito Escolar Unificado de Los Angele

Regla del Uso Responsable y Aceptable (RAUP) del Sistema de Computacion del Distrito Escolar
Informacion para Estudiantes y Padres de Familia

Seguridad estudiantil en la red Internet

1. Los estudiantes menores de 18 afios s6lo deberan de tener acceso a las cuentas del sistema LAUSDnet fuera
de la escuela, si el padre de familia o tutor supervisa dicho uso durante todo momento. El padre de familia o
tutor del estudiante tiene la responsabilidad de supervisar las practicas de uso del menor de edad.

2. Los estudiantes no deberan revelar en la red Internet ningtin tipo de informacion personal propia o de otras
personas. Por ejemplo, los estudiantes no deberan revelar su nombre, domicilio, nimero de teléfono o exhibir
fotografias propias o de otras personas.

3. Los estudiantes no deberan concertar una cita para encontrarse con ninguna persona que s6lo han conocido a
través de la red Internet y

4. Los estudiantes deberan cumplir con todas las leyes, esta Politica de Uso Responsable y todas las politicas de
seguridad del Distrito.

Sanciones por el uso inadecuado

El uso de la cuenta del Distrito es un privilegio y no un derecho. La mala utilizacion de la misma resultara en la
restriccion o cancelacion de dicha cuenta. El mal uso de la cuenta puede llevar a que se ejerza una accion
disciplinaria o legal, o a un ejercicio de ambas en contra de estudiantes asi como de empleados, incluyendo la
suspension, expulsion o despido en calidad de empleado del Distrito o proceso penal por parte de las autoridades
gubernamentales. El Distrito intentara adaptar cualquier accion disciplinaria para responder a los problemas
especificos relacionados con cada uno de los incumplimientos.

Descargo de responsabilidad

El Distrito no expide ninguna garantia en relacion a la calidad de los servicios brindados, y no asume ninguna
responsabilidad por ninguna demanda o reclamo, pérdidas, dafios, gastos u otras obligaciones resultantes del uso
de la red o cuenta. Cualquier cargo adicional en que incurra el usuario debido al uso de la red o cuenta del
Distrito, correra por cuenta de él mismo. El Distrito también rechaza cualquier responsabilidad por la calidad o
exactitud de la informacion que se obtiene a través del acceso del usuario. Se entiende que cualquier texto o
declaracion cuyo acceso se obtiene por conducto de la red de computacion o Internet, expresa el punto de vista
individual de su autor y no la del Distrito, organismo afiliado al mismo o empleados.

He leido y entendido y estoy de acuerdo en apegarme a las disposiciones de la Politica de Uso Responsable del
Distrito Escolar Unificado de Los Angeles

Fecha: Escuela:

Nombre y apellido Firma del

del estudiante: estudiante:
Nombre y apellido

del padre, la madre Firma del padre, la

o el tutor: madre o el tutor:

Por favor envie este formulario a la escuela donde se mantendra archivado. Es un requisito que deben cumplir
todos los estudiantes que utilizaran una computadora de la red o que tendran acceso al Internet.
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ATTACHMENT B

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Employees

The District’s Responsible & Acceptable Use Policy (“RAUP”) is to prevent unauthorized access and
other unlawful activities by users online, prevent unauthorized disclosure of or access to sensitive
information, and to comply with the Children’s Internet Protection Act (CIPA). As used in this policy,
“user” includes anyone using computers, Internet, email, chat rooms, and all other forms of electronic
communication or equipment provided by the District (the “network™) regardless of the physical
location of the user. The RAUP applies even when District provided equipment (laptops, tablets, etc.) is
used off of District property.

The District will use technology protection measures to block or filter—to the extent practicable—
access of visual depictions that are obscene, pornographic, or harmful to minors over the network. The
District reserves the right to monitor users' online activities and to access, review, copy, and store or
delete any electronic communication or files and disclose them to others as it deems necessary. Users
should have no expectation of privacy regarding their use of District property, network and/or Internet
access or files, including email.

The District will take all necessary measures to fortify the network against potential cyber security
threats. This may include blocking access to District applications—including but not limited to email,
data management and reporting tools, and other web applications—outside the United States and
Canada.

Responsible & Acceptable Uses of the LAUSD Computer Network or the Internet

Employees and other users are required to follow this policy. Employees are required to confirm their
consent to this policy when they activate their account or change passwords. Even without this
confirmation, all users must follow this policy and report any misuse of the network or Internet to a
supervisor or other appropriate District personnel. Access is provided primarily for education and
District business. Staff may use the Internet for incidental personal use during duty-free time. By using
the network, users have agreed to this policy. If a user is uncertain about whether a particular use is
responsible or appropriate, he or she should consult a supervisor or other appropriate District personnel.

Irresponsible & Unacceptable Uses of the Computer Network or Internet

The District reserves the right to take immediate action regarding 1) activities that create security and/or
safety issues for the District, students, employees, schools, network or computer resources, or 2)
activities that expend District resources on content the District in its sole discretion determines lacks
legitimate educational content/purpose, or 3) other activities as determined by District as inappropriate.

BUL - 999.10 ATTACHMENT B Page 1 of 3 November 18, 2014
Information Technology Division



ATTACHMENT B

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Employees

Following are examples of inappropriate activity on the District’s network:

» Violating any state or federal law or municipal ordinance, such as: accessing or transmitting
pornography of any kind, obscene depictions, harmful materials, materials that encourage others
to violate the law, confidential information, or copyrighted materials;

+ Criminal activities that can be punished by law;

+ Selling or purchasing illegal items or substances;

« Circumventing or attempting to circumvent the District’s content filtering system(s);

» The unauthorized collection of email addresses (“harvesting”) of e-mail addresses from the
Global Address List and other District directories;

+ Obtaining and/or using anonymous email sites; spamming; spreading viruses;

+ Causing harm to others or damage to their property, such as:

1. Using profane, abusive, or impolite language; threatening, harassing, or making
damaging or false statements about others; cyberbullying or accessing, transmitting, or
downloading offensive, harassing, or disparaging materials;

2. Deleting, copying, modifying, or forging other users' names, emails, files, or data;
disguising one's identity, impersonating other users, or sending anonymous email;

3. Damaging computer equipment, files, data, or the network in any way, including
intentionally accessing, transmitting or downloading computer viruses or other harmful
files or programs, or disrupting any computer system performance;

4. Using any District computer to obtain unauthorized information (‘“hacking”) whether
internal or external to the District, or attempting to access information protected by
privacy laws; or

5. Accessing, transmitting or downloading large files, including "chain letters" or any type
of "pyramid schemes."

+ Engaging in uses that jeopardize access or lead to unauthorized access to others’ accounts or
other computer networks, such as:

1. Using another’s account password(s) or identifier(s);

2. Interfering with other users' ability to access their account(s); or

3. Disclosing your own or anyone’s password to others or allowing them to use your or
another’s account(s).

+ Using the network or Internet for commercial purposes:

4. Using the Internet for personal financial gain;

5. Using the Internet for personal advertising or promotion; or

6. Conducting for-profit business activities and/or engaging in non-government related
fundraising or public relations activities such as solicitation for religious purposes or
lobbying for personal political purposes.
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ATTACHMENT B

Los Angeles Unified School District
Responsible & Acceptable Use Policy (RAUP) for District Computer Systems
Information for Employees

Penalties for Improper Use

The use of a District account is a privilege—not a right. Misuse will result in the restriction
or cancellation of the account. Misuse may also lead to disciplinary and/or legal action for
both students and employees, including suspension, expulsion, dismissal from District
employment, or criminal prosecution by government authorities. The District will attempt
to tailor any disciplinary action to the specific issues related to each violation.

Disclaimer

The District makes no guarantees about the quality of the services provided and is not
responsible for any claims, losses, damages, costs, or other obligations arising from use
of the network or accounts. Any additional charges a user accrues due to the use of the
District’s network are to be borne by the user. The District also denies any responsibility
for the accuracy or quality of the information obtained through user access. Any
statement, accessible on the computer network or the Internet, is understood to be the
author's individual point of view and not that of the District, its affiliates, or employees.
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