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Requesting SAP User Role Access

PURPOSE

Starting on December 12, 2016, the current SAP Security Access Request process (http://btssecform-
1p.lausd.net/app/Signin) will be replaced with the new SAP GRC CUP* application process. This document
will guide users on how to request a new or additional SAP/BTS role through the new application process.

» Go-live Date: 12/12/2016

SAP Security Access Form

Business Tools for Schools

> “SAP Security Access Form” Cut Off date: 01/31/2017

* SAP GRC CUP stands for SAP Governance Risk Compliance (SAP Access Control application accessible using BTS portal)
Compliance User Provisioning

BEFORE YOU START

Mac users and Windows users with Internet Explorer may encounter issues when trying to access BTS
(https://bts.lausd.net). All users are encouraged to install the Citrix Receiver, which allows the internet,
the computer operating system, and SAP to work together. Installation instructions for either system are
listed below:

e For Mac users — Citrix Receiver Installation Guide for Mac

e For Windows users with Internet Explorer — Citrix Receiver Installation Guide for Windows

The installation instructions and up-to-date documentation can also be found on the BASE Training Center
site at http://www.lausd.net/ol/basetraining/home.html.
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PROCEDURE — REQUESTING USER ROLE FOR SAP ACCESS:
1.

Login to the BTS portal at https://bts.lausd.net, using the Single Sign-on username and password.

@Q‘;’L‘ https://btslausd.net/ifi/portal O ~ @ & ‘|E;"='SAP NetWeaver Portal

d

Business Tools for Schools

User*
Password *

~Enter your Single Sign-On (email) Username and password to Log In

eg. mary.
Do not add domain name (@lausd k12.ca.us @lausd net)
Account Problems? Get Support

Log On

2. Click on the Access Request tab, as shown below, to complete the SAP Access Request form.

(<)[z nttps://ots tausdnetirportal o

- & |[= aboutsTs-sap

Home _Procutement  Conlracts_R2 Gutover_ Reanuing __ Reports _
Home | Universal Worklist

Upcoming Dates

Detailed Navigation | ) -
The BTS website supports Internet Explorer 10 and 11 (IE 10 & IE11) in Compatibility View .
= Upcoming Dates
* About BIS Upcoming TimeEntry Cut-Off Dates
ALERT - Rf3 Logoff Procedure
- Tech Support

A blank request form is shown below:

€ - CrTmm—

Access Request Form | History, Back o [
Detailed Navigation = SAP Access Request
A Pyt Em | umt | Qose | .
+ Access Request tatus
Copy Access Request Roquostor K u
Lobe—Es A Requestor can more of the company ‘s systens to parfarma b As a requestar y ou have a permission to request access fory oursel o for diher anployees. Syslemaccess &
* Model User Access: Iocated under the “User Access” tab and user's delalls under “User Detals™ tab The ather b relev ant for Hon Ok Het
My Securty Profile
5 Ry Reason for Request Reque st Detalls.
- Smphbed Access Request .
= Justicaton fo Access: ~ Foquest Tpe. (IR Ts]
“Feamstfar [sat <
Porta Favorites D
Jg " e K "
* Cost Canter: | 1076001 ITD-Bus Appica » |
User Access  Hisk V olaion Altachrents User Details. User System Detaks. CustomData
| [Adda] forove || [ Exiting A ssgmonts | mport Fokes [ Seruien |
| Assignment System Tyre Valid From VeldTo Assigment Ap_ | Descripton Comments. FrovisionngEn_ | Descrggion User i Provisoning Actl_ =
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Virite your justification for = =
A St combo mormrs o oo ecussting SAP Rotsl o e e Sy
Foason for Request Spproves) Request Detaits o Select "Change Account”
- p—
by defauk

Select "Se¥" from drop down

* Asifiation fox Access:

Click on Add button to
select "Roles"

To add a role, click the Add button and select Role.

4. A new window will appear with search criteria for the user role(s) to be approved.

P = 80| = access Request Form - 54P.. %

R

Enter Cost Center OR
Role you are about to
request
Click '# button for
adding muttiple Cost
Center OR Roles

You can also search
"Roles" by entering Role
) description Ex. Time

approver
| Descruton R N T
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5. Click the Search button after entering Cost Center OR Role, as shown. The application will search for all
associated SAP Access Roles from the SAP GRC system.

Select Roles

Search Criteria

Maxirumnumber of result row s:

| (1079001

|Los Angeles Unfiied School District

| [er1g10

|
all
| [1079001

| [

adll

| Descrigtion | SystemDescrigion | Fole Ty pe
FundCenter Restricted R...  QR1- Quality Assurance... Single Role
MastCosiCenter Restrict. ..  QR1- Quality Assurance... Single Rolke
SBV: 0790- 1079001 -1... QR1- Qualty Assurance... Deried Role
SBA: 0790 - 1078001 - ... QR1- Qualty Assurance... Derived Roke
585 0780- 1079001 - T... QR1- Qualiy Assurance... Deriv ed Role

[v] ¥ [a] [&]

| [1079001
Company | |Los Angeles Unified School District

stem |l B L —

[ ~][ L]

s s ~][ ~ @@

Identify Role(s) that you need to I ~] (1079001 @@
request and select "Each Line" by | & ~][ @
clicking the solid button on each I[= ~][ ol®@e

line. You may select multiple lines
as well

| T SySCEmUESE TG TROETYDE f
FundCenter Restricted R ..  QR1 - Quality Assurance... Single Role
MastCostCenter Restrict. .. QR1- Qualty Assurance... Single Fole
SBV: 0790- 1079001 -1... QR1- Qualty Assurance... Derv ed Role
SBA: 0790- 1079001 - I... QR1- Qualty Assurance... Derved Role
SBS: 0790 - 1079001 - IT.__ m1-(li&Am.\cs... Deriv od Role ﬂ

Use Down arrow
buttons to move
selected Roles for
approval

v ¥ [a] 2

,l 'k —
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In the following example, the three roles needed now appear under the Selected window. Click the OK

button after all role selections are made.

Avallable
View: | [Standard View |

-

7| Role Name
FC 1079001
MC 1079001
RE718 1079001
RHI0O 1079001
RHO10 1079001

Selected
View: | [Standard View]
T Role Nam
RF703 1079001
RF705 1079001
RF706_1079001

System
QR1910
QR1910
QR1910
QR1910
QR1910

System
QR1910
QR1910
QR1910

Descrigtion
FundCenter RestrictedR ..
MastOostCenter Restrict
EACR 1079001 - MD-ER.
TA: 0790 - 079001- MD
TK 0790 - 079001 - MD . ..

vl ¥ (a2

Description

SBV: 0790~ 1079001 - ...
SBA: 0790 - 1079001 - ..
SBS: 0790- 1079001 - T

SystemDescrigtion

OR1- Quality Assurance
QR1- Quality Assurance.
QR1- Qualty Assurance

. OR1- Quality Assurance.
QR1 - Quality Assurance...

SystemDescription

QR1 - Quality A ssurance...
QR1 - Quality A ssurance...
QR1- Quality Assurance...

&4
Role Ty pe » =
Single Role
Single Fole =
Derv ed Role
Derw ed Role -
Derw ed Role - =
FRole Ty pe o
Der ed Role
Deriv ed Role
Deriv ed Role
.
0

7. Verify all information then click on the Submit button to submit the SAP Access Request.

Note: If a role is missing, users can repeat Steps 4-6 and include more roles before submitting the request.

Request Detalls

* Justflication for Access. |Thisis for training purpose: = Request Type: |Chal

- * Request For. [Self
Click Submit button to = oo [T
submit your Request for s T
Rale Access
 User Access | RiskV idlation Aftachments User Details User System Details Custom Data
Addg | Exsting A ssignments || iport Rokes || Smuaten
%1 Assignment | System Ty pe Valid From Vald To | Assignment Ap.. | Description Comments | Provisioning En.__
FEFO3 1079001  QR1910 Derived Roke 112112016 12/31/9999 AMASSALAYDO... SBV: 0790- 107.. Add Comments Testing
FET05 1079001 QR1910 Deived Roke 112112016 1213179999 AMASSALAY00... SBA: O790- 107... Add Comments Testing
BET06 1079001 QR1910 Derived Fole 1M2%2016 12/31/9999 AMASSALAY00... SBS 0790-107... Add Comments Testing

The request is generated with Request # for future reference and the BTS system will automatically notify

the role approver of the request.

SAP Access Request
Subrmt || Close |

IZ Request submitted successtuly; the request number is 360 ]
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The SAP GRC system will automatically send the user an email with the access request number and the list of
roles requested.

Note: The email will have SAP Access Request # <xxxx> - SUBMITTED in the subject line.

SAP Access Request # 360 - SUBMITTED - Message (HTML)

RQ Acce )| t Adrr trator A Jritytear ausd.net
SAP Access Request # 360 - SUBMITTED "= %

)
HiKnst " _aw.e.... a(KKUNDAOOD),
SAP Access Request # 360 has been created. Please find the details below:

"This is for training purpose.”

Role RF706_1079001 added to request for QR1910 for action "Assign’ with validity 11/21/2016-12/31/9999 for uset ...
Role RF705_1079001 added to request for QR1910 for action 'Assign’ with validsty 11/21/2016-12/3
Role RF703_1079001 added to request for QR1910 for action "Assign’ with validity 11/21/201

Please click here to view your Access Request Status You will find SAP Access Request # 360 in your status mbox.
Please click hee to view your SAP Secusity Profile.

Best Regards,

HoH

SAP Security Team
sapsecuritvieam @lausd net

8. Users will also be able to verify the SAP Access Request through the BTS portal and track the status of the
request.

Active Queries

Request Status AN(3) Approved(1) Rejected(0) Decision Pending (2) Hold (0}

Request Status - All

Your Request# 360 appears

ChangeQuery Define New Query Personalize

View: [Standard View] fice Status || Open | | [ View Frovisioning Logs | | [ Rint Version ][ Export . | 2]

| Request Key e | Re. | Request Type FRrocess Description | User D User Na... | Stage Description
350 12112016 Deci...| Change A ccourt Access Request Ap... KKUNDAOD1  Kiishna ... SAPAccess Request Securiy
360 112112016 Deci.._| Change A ccount Access Request Ap... KKUNDAQDT | Krishna ... SAPAccess Request Securty
368 1712016 App....| Change A ccourt Access Request Ap... KKUNDADDT | Krishna ...

Last Refresh 11/2912016 11:37:30 PST Refresh )

Once the request is submitted, users will need to wait for approval from the site administrator (i.e., Principal
or department director).

Note: The Role Approver(s) is determined dynamically by the SAP GRC system and dependent on the role
requested and/or the Cost Center. The SAP GRC system will send an automated email(s) to the appropriate
approver(s) and the requester will receive email(s) depending on the Approval or Reject status.
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9.

Approved

= = =
B lgnore x D & (E (_1 t*_; [0 Mesting | = SAP HANATeam 5 Exchange server 3 IT0 Support an... 3 BAs|
N o e Fored E3 SAP Managers SAP Support €3 To Manager EJ Dey
et ] -
&g Junk - Delete fArchive  Reply ;“"" erward [ More v Dane 2 Reply 8 Delete ¥ Create New
Delete Respond Quick Steps

Wed 11/30/2016 2:46 PM
GRQ Access Request Administrator <sapsecurityteam

SAP Access Request # 360 - APPROVED
To V¥ Te

@lausd.net>

Dear

Your SAP Access Request # 360 has been approved by

Thank you for using SAP GRC CUP for your SAP Access Request needs

Please click here to view vour Access Request Status. You will find SAP Access Request # 360 in vour status inbox.

Please click here to view vour SAP Security Profile

Best Regards,
Sop
A% 1 oc Ancclos linifiod Y ™
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Examples of emails indicating an approved role and a closed request is shown below:

Closed Request

v = SAP Access Request # 360 - CLOSED - Mess:

Q

Tell me what you want to do

G Ignore x D E*% (ﬁ_(i ﬁ,_; 7 Mesting 7 SAP HANA Team =7 Exchangeserver  EJ ITD Support an... 1 BASE Te:
. R 7 SAP Managers SAP Support 2 To Manager E1 Dev Tea)
s uni - Delete Archive - Reply ;p‘»‘y owerd FEMore~ |V Done 2 Reply & Delete ¥ Create New
Delete Respond Quick Steps
Wed 11/30/2016 2:46 PM

GRQ Access Request Administrator <sapsecurityteam@lausd.net>
SAP Access Request # 360 - CLOSED

To S,
i TPl T d TSI

SAP Access Request # 360 has been processed and is now closed. The details are as follows:

RF706_1079001 Role assigned to ..
RF703_1079001 Role assigned t0 .aua

_(QRI1910)
L1 (QRI1910)

Please feel free to view all Role Approver comments below:

Comments entered By evoeone )l at 30.11.2016 14:45:30
Approving.

Comments entered by saeavave.. ~ 1 at 22,11.2016 10:01:49 :
This is mandatory section and Approver must maintain notes/ comments.

Include your approval or rejection comments.

Please click here to view vour Access Request Status. You will find SAP Access Request # 360 in your status inbox.
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